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Abstract: /O causality-based in-line data deduplication (ICID) is a novel approach designed to enhance
deduplication efficiency in non-volatile memory (NVM)-enabled storage systems. Traditional chunk-based
offline deduplication methods suffer from significant performance overhead due to data chunking and
indexing, making them unsuitable for NVM-based storage, which benefits from fine-grained, byte-
addressable operations. Unlike conventional in-line deduplication schemes that rely on hash indexes, ICID
leverages a B-tree structure to record memory copy operations, enabling causality-based deduplication. To
optimize efficiency, ICID introduces two key techniques: grouping memory-copy records targeted to the
same page within a B-tree node to enhance data locality and exploiting spatial locality to identify and
remove outdated memory-copy records, thereby reducing memory consumption. Evaluations conducted on
a system with Intel Optane DC Persistent Memory Modules demonstrate that ICID significantly improves
deduplication performance, achieving up to 16 x higher deduplication ratios and reducing deduplication
time by an average of 47% compared to state-of-the-art methods, particularly benefiting key-value stores
like LevelDB.
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I. INTRODUCTION
DATA deduplication techniques have long been studied for space saving in storage systems. They eliminate duplicate
data at file or chunk levels by identifying the same data using cryptographic hash functions such as SHA-1 or MDS5.
Data deduplication can be performed in an offline or inline mode. The offline deduplication is conducted after the data
has been written to the storage device, and thus usually causes write amplification. In contrast, the inline deduplication
detects the duplicate data before writing it back into storage, and thus can reduce data redundancy and the wear of
storage devices. More importantly, inline deduplication has the potential to explore the correlation among I/O
operations at runtime, and may significantly improve the deduplication ratio. Non-volatile memory (NVM)
technologies such as Intel 3D Xpoint offer much lower cost, higher density and energy efficiency than traditional
DRAM technologies. They have become a promising complement to DRAM to bridge the performance gap between
main memory and SSD/HDD storage devices However, NVMs often suffer from limited write endurance, a typical
PCM cell can only sustain 107-108 writes. Inline deduplication is a promising approach for reducing the storage
consumption and the wear of NVM devices. Unfortunately, existing inline deduplication schemes are not efficient for
new NVM devices. Since previous data deduplication techniques are designed for block devices such as HDD and
SSD, they suffer from high computation and storage overhead due to data chunking and indexing. For example, to
chunk 1 TB data without any redundancy using 4 KB blocks, Content-Defined Chunking (CDC) algorithm has to
compute rolling hashes for almost 1012 times during the chunking stage. Moreover, the SHA-1 algorithm introduces 5
GB fingerprints (20 bytes per fingerprint) to index those chunks. Since DRAM resource is expensive and limited, many
recent proposals store most fingerprints on disk. Thus, it is expensive to search those fingerprints in storage. Moreover,
existing inline deduplication schemes have to make a tradeoff between the deduplication ratio and the read throughput.
Moreover, using big chunks can also mitigate the total size of fingerprints and the cost of indexing. In contrast, using
small chunks can improve the deduplication ratio, but lowers the read throughput and increase the cost of indexing.
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Currently, most deduplication systems tend to use big chunks to improve the read throughput and to mitigate the cost of

indexing, at the expense of a lower deduplication ratio.

II. LITERATURE SURVEY
Xu et. al (2022) : Persistent Memory (PM) is increasingly supplementing or substituting DRAM as main memory.
Prior work have focused on reusability and memory leaks of persistent memory but have not addressed a problem
amplified by persistence, persistent memory fragmentation, which refers to the continuous worsening of fragmentation
of persistent memory throughout its usage. This paper reveals the challenges and proposes the first systematic crash-
consistent solution, Fence-Free Crash-consistent Concurrent Defragmentation (FFCCD). FFCCD resues persistent
pointer format, root nodes and typed allocation provided by persistent memory programming model to enable
concurrent defragmentation on PM. FFCCD introduces architecture suppor't for concurrent defragmentation that
enables a fence-free design and fast read barrier, reducing two major overheads of defragmenting persistent memory.
The techniques is effective (28-73% fragmentation reduction) and fast (4.1% execution time overhead).
C. Ji et. al(2021): Mobile applications exhibit unique file access patterns, often involving random accesses of write-
mostly files and read-only files. The high write stress of mobile applications significantly impacts on the lifespan of
flash-based mobile storage. To reduce write stress and save space without sacrificing user-perceived latency, this study
introduces FPC, file access pattern guided compression. FPC is optimized for the random-writes and fragmented-reads
of mobile applications. It features dual-mode compression: Foreground compression handles write-mostly files for
write stress reduction, while background compression packs random-reading file blocks for boosted read performance.
FPC exploits the out-of-place updating design in F2FS, a log-structured file system for mobile devices, for the best
effect of the proposed dual-mode compression. Experimental results showed that FPC reduced the volume of total write
traffic and executable file size by 26.1% and 23.7% on average, respectively, and improved the application launching
time by up to 14.8%.
D. Yang el. Al (2021): Emerging non-volatile memory (NVM) technologies promise high density, low cost and
dynamic random access memory (DRAM)-like performance, at the expense of limited write endurance and high write
energy consumption. It is more practical to use NVM combining with the traditional DRAM. However, the hybrid
memory management such as page migration becomes more challenging in a virtualization environment because virtual
machines (VMs) are unaware of the memory heterogeneity. In this paper, we propose HMvisor, a hypervisor and VM
coordinated hybrid memory management mechanism to better utilize DRAM and NVM resources. HMvisor exposes
the memory heterogeneity to VMs by mapping virtual NUMA nodes to different physical NUMA nodes. We propose a
lightweight and efficient page migration mechanism by decoupling page hotness tracking from page migration.
HMovisor performs those operations in the hypervisor and VMs separately, without disrupting the execution of VMs.
We also propose a memory resource trading policy to adjust the capacity of DRAM and NVM for each VM, with the
monetary cost unchanged. We implement our prototype system based on QEMU/KVM and evaluate it with several
benchmarks. Experimental results show that HMvisor can reduce 50% of write traffic to NVM with less than 5%
performance overhead. Moreover, the hybrid memory adjustment scheme in HMvisor can significantly improve
application performance by up to 30 x

III. METHODOLOGIES
MODULES NAMES:
1. User Interface Design
2. Admin
3. Hospital
4. Health Sector
5. Encryption
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MODULES EXPLANATION
e USER INTERFACE DESIGN: Users must register with details or log in to access the server, manage data
rates, and perform query-based searches.

Volume 5, Issue 6, June 2025

e  ADMIN: Admin module controls all project roles, managing operations to ensure efficiency, supervision, and
organizational success.

e HOSPITAL: Hospital module allows login, views patients, approves requests, sends symptoms, receives scan
data, and delivers encrypted reports securely.

e HEALTH SECTOR: Health Sector scans patients based on symptoms and sends reports to Hospital
Management for further processing.

e ENCRYPTION: Medical image encryption using ECC and Blum-Goldwasser ensures data confidentiality,
integrity, and efficiency in resource-limited healthcare environments..

PROPOSED SYSTEM

Data deduplication saves storage by removing duplicate data using hash functions like SHA-1 or MDS5. This project
proposes I/0 Causality-based In-line Deduplication (ICID) for NVM systems, using a B-tree to track memory-copy
operations. Unlike hash-based methods, ICID identifies duplicates before writing, reducing redundancy and wear on
storage devices while improving efficiency and performance.

e

IV. SYSTEM ARCHITECTURE
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Fig 1: System Architecture
This diagram explains how a digital healthcare system connects patients, hospitals, and the health sector to manage and
share medical data securely. Patients start by registering or logging in, then they can search for hospitals and view their
health reports. These reports are encrypted for security, and patients need a key to decrypt and read them. This ensures
that only the patient can access their private medical information.
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V. EXPERIMENTAL RESULTS
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VI. CONCLUSION

In this paper, we present an I/O Causality-based Inline Deduplication (ICID) scheme for NVM-based storage. ICID
records the /O causality among in-memory file operations to achieve in-line data deduplication, and avoid the time-
consuming calculation of fingerprints caused by previous chunk-based deduplication schemes. We advocate two key
technologies to manage memory-copy operations in a B-tree efficiently, i.e., a hybrid data structure to store memory-
copy records, and a location-dependent garbage collection scheme for deleting outdated memory-copy records. Our
experimental result demonstrates that ICID achieves up to 16x higher deduplication ratio than state-of-the-art
deduplication schemes, and also reduces the time overhead of data deduplication by 47% on average.

VII. FUTURE ENHANCEMENT

Existing data deduplication systems face severe fragmentation problems. The fragmentation can cause random reads
and lowers the throughput of data restoration. Some proposals exploit rewriting schemes to relocate unique chunks, and
thus can mitigate the fragmentation problem to some extent. A few proposals exploit other optimizations such as
caching to accelerate the data restoration due to fragmentation. However, the fragmentation problem is always
accompanied with the data deduplication. We can explore defragmentation technologies to mitigate this problem in an
offline manner. On the other hand, since the random read performance of NVMs is much higher than that of
SSDs/HDDs the fragmentation is no longer a critical problem for NVM-based storage systems.
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